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DETAILED ACTION 
Priority 

1 . Applicant's claim for benefit of foreign priority under 35 U.S.C. 1 1 9 (a) - (d) is 
acknowledged. 

The application is filed on 9/22/2005 but is a 371 case of PCT/DE03/02309 
application filed 7/10/2003 and has a foreign priority application filed on 8/2/2002. 

Preliminary Amendment 

2. Examiner acknowledges Preliminary Amendment for the claims filed 2/2/2005. 
Applicants have cancelled claims 1-12 and added new claims 13-25. The submitted 
amendments have been entered and made of record. Presently, pending claims are 13 
-25. 

Claim Objections 

3. Claim 13 is objected to because of the following informalities: " on the basis of the 
additional information" should be " on a basis of the additional infomnation". Appropriate 
correction is required. 

4. Claim 23 is objected to because of the following informalities: "the at least one 
data " should be "the at least one data record ". Appropriate correction is required. 
Any other claims not addressed are objected by virtue of their dependency. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351 (a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 23 and 25 are rejected under 35 U.S.C. 102(e) & 102(b) as being 
anticipated by Westendorf et al. (U.S. Patent 2002/0042878). 

As per claim 23, Westendorf teaches a processor unit (Westendorf : Para [0026] 
Line 4), comprising: 

a buffer memory (Westendorf : Para [0026] Line 7 - 8: a volatile memory is a 
buffer memory transferred from a data medium drive); 

a rewritable functional memory (Westendorf : Para [0028] Line 10-13: first data 
record is transferred from the third processor into the first processor memory) that is 
accessible during an operation of the processor unit, the buffer memory and the 
rewritable function memory being capable of storing at least one data record 
(Westendorf : Para [0026] Line 7 - 8 and Para [0028] Line 10-13); 

an interface for importing the at least one data record and additional information 
(Westendorf : Para [0026] Line 11-28: i.e. the second data, e.g. a plurality of identity 
numbers such as processor ID or checksum and etc, can be considered as the 
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additional information to tlie first data) into the buffer memory; and a check unit for 
checking a validity of the at least one data (Westendorf : Para [0035] Line 1 - 6). 

As per claim 25, Westendorf teaches the processor unit is a control unit of a 
motor vehicle (Westendorf : Para [0026] Line 1 and Para [0036] Line 5 - 8). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which fomns the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill In the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 13, 14, 20 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Grawrock (U.S. Patent 6,678,833), in view of Westendorf et al. (U.S. 
Patent 2002/0042878). 

As per claim 13, Grawrock teaches a method for transcribing at least one data 
record of an external data source to a processor unit, comprising: 

transmitting the at least one data record from the external data source (Grawrock 
: Column 3 Line 39-41, Figure 2 / Element 220 and Figure 3 / Element 340 - 360 & 
Element 230 : boot block memory unit is external to the TPM (Trusted Platform Module) 
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processor) together with additional information to a buffer memory of the processor unit 
(Grawrock : Column 4 Line 3 - 9 and Figure 3 / Element 340 - 360 & Element 230: the 
modules 340 - 360 can undergo a hash operation to produce corresponding identifiers 
(e.g., hash identifiers) for later use in verification by a challenger of the processor unit - 
where the attached hash identifier is interpreted as the additional information) . 

performing, in the processor unit (Grawrock : Column 4 Line 11-13 and Figure 
3: the TPM (Figure 3 / Element 230) is considered as the processor unit and the 
checking is performed by a challenger, which can be located internally to the TPM (i.e. 
within the processor unit), as taught by Grawrock), a check of an admissibility of a use 
of the at least one data record on the basis of the additional information (Grawrock : 
Column 4 Line 8-9: hash signatures are used as corresponding identifiers for 
verification of the received data record). 

However, Grawrock does not teach the additional information including an 
identifier assigned individually to the processor unit; generating a blocking signal when 
the check indicates that the use of the at least one data record is not allowed; and 
deleting the at least one data record from the buffer memory; and generating an enable 
signal when the use of the at least one data record is allowed. 

Westendorf teaches: 

the additional information including an identifier assigned individually to the 
processor unit (Westendorf : Para [0026] Line 24 - 26: the identifier could be one of the 
following - e.g. processor ID or checksum and etc); 
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generating a blocking signal when the check indicates that the use of the at least 
one data record is not allowed (Westendorf : Para [0034] Line 30 - 35: output an 
warning on a display or a loudspeaker and the check process could also be interruptedV . 
and 

deleting the at least one data record from the buffer memory (Westendorf : Para 
[0014] Line 1-4); and 

generating an enable signal when the use of the at least one data record is 
allowed (Grawrock: Column 4 Line 36 - 38: the response signal is considered as an 
enable signal when the use of the at least one data record is allowed). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Westendorf within the system of 
Grawrock because (a) Grawrock teaches a data validation method based on a plurality 
of identities such as hash signatures associated with the desired data records 
(Grawrock : Column 4 Line 1-8) and (b) Westendorf teaches an improved mechanism 
by including a processor ID as an identifier upon data transfer, besides the checksum, 
so that it can be determined whether the owner of the processor can be authorized to 
use the data (Westendorf : Para [0026] Line 24 - 26). 

As per claim 14. Grawrock as modified teaches the identifier is valid only once for 
checking the at least one data record that has been transmitted and stored in the buffer 
memory (Westendorf : Para [0036] Line 25 - 32: a predetermined period of time of 
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using the data after validation can be considered as only one time use to meet the claim 
language). 

As per claim 20, Grawrock as modified teaches the processor unit is identifiable 
by an identity sequence, and the identity sequence is part of the additional information 
and is used in the check of the at least one data record (Westendorf : Para [0026] Line 
11-17: i.e. processor ID is also used for validation purpose). 

As per claim 21. Grawrock as modified teaches storing valid identifiers for the 
processor unit in an identifier server (Westendorf : Para [0008] Line 5-6 and Para 
[0030] Line 19 - 24: a database of a central service of office stores identifiers for the 
processor unit). 

7. Claims 15 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Grawrock (U.S. Patent 6,678.833), in view of Westendorf et al. (U.S. Patent 
2002/0042878), and in view of Alexander et al. (U.S. Patent 6,188,602). 

As per claim 15, Grawrock as modified teaches when the enable signal has been 
generated, the at least one data record is transmitted from the buffer memory to a 
functional memory from which the at least one data record may be read. 

Alexander teaches the enable signal has been generated, the at least one data 
record is transmitted from the buffer memory to a functional memory from which the at 
least one data record may be read (Alexander : Column 5 Line 58 - 61: the system 
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management interrupt signal (SMI) is used to unlock the flash memory for transferring 
the BIOS information after successful data validation). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Alexander within the system of 
Grawrock as modified because (a) Grawrock teaches a data validation method for boot 
code information update (Grawrock : Column 3 Line 39 - 45) and (b) Alexander teaches 
an improved and more secured mechanism for boot code update after data validation 
by locking and unlocking flash memory to enhance the data protection (Alexander : 
Column 5 Line 58 - 64). 

As per claim 16, Grawrock as modified teaches storing the identifier and the at 
least one data record in the functional memory (Westendorf : Pra [0028] Line 10-15 
and Para [0032] Line 11 - 14: a signature along with associated data record is stored 
for validation purpose); and checking the identifier when calling up the at least one data 
record from the functional memory (Westendorf ; Para [0036] Line 32 - 35: the data 
record request (i.e. calling up the data record) needs to be validated again using 
identifiers after a predetermined period of time). 

8. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Grawrock (U.S. Patent 6,678,833), in view of Westendorf et al. (U.S. Patent 
2002/0042878), and in view of Jablon et al. (U.S. Patent 5,421 .006). 
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As per claim 17 and 18, Grawrock as modified teaches storing a code word in a 
code word memory of the processor unit (Westendorf : Para [0026] Line 11-17: 
checksum is used for validation); and comparing the identifier with at least one of the 
code words; and determining a presence of validity when the at least one of the code 
words and the identifier match (Westendorf: Para [0035]). 

However, Grawrock as modified does not disclose expressly storing a list of code 
words in a code word memory of the processor unit. 

Jablon teaches storing a list of code words in a code word memory of the 
processor unit (Jablon : Column 17 Line 48-51, Column 8 Line 49 - 50 and Column 5 
Line 32 - 35 & Figure 6 / Element 148: a list of MDC (Modification Detection Codes), 
e.g. checksums, is stored in NVM memory, which is considered as the code word 
memory). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Jablon within the system of Grawrock 
as modified because (a) Grawrock teaches a processor boot block identifier is 
calculated and used for data validation purpose (Grawrock : Column 3 Line 64 - 65) 
and (b) Jablon teaches an improved mechanism for assessing the software integrity 
during the system initialization and for verifying the boot record (Jablon : Column 1 Line 
1 0 - 1 6 and Column 1 1 Line 59 - 67). 
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9. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Grawrocl< (U.S. Patent 6,678,833), in view of Westendorf et al. (U.S. Patent 
2002/0042878), in view of Jablon et al. (U.S. Patent 5.421,006), and in view of Trang 
(U.S. Patent 5,630,054). 

As per claim 19, Grawrock as modified does not teach storing a counter content 
of a counter, wherein the counter points to one of the code words of the code word 
memory; and incrementing the counter content of the counter before each check of the 
identifier of the at least one data record stored in the buffer memory. 

Trang teaches storing a counter content of a counter, wherein the counter points 
to one of the code words of the code word memory (Trang : Column 6 Line 39 - 43); 
and incrementing the counter content of the counter before each check of the identifier 
of the at least one data record stored in the buffer memory (Trang : Column 6 Line 36 - 
43). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Trang within the system of Grawrock as 
modified because (a) Grawrock teaches a processor boot block identifier is calculated 
and used for data validation purpose (Grawrock : Column 3 Line 64 - 65) and (b) Trang 
teaches an effective mechanism for storing and retrieving data error check information 
used to verify whether data record stored in the system contains errors (Trang : Column 
1 Line 10-13). 
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10. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Grawrock (U.S. Patent 6,678,833), in view of Westendorf et al. (U.S. Patent 
2002/0042878), and in view of Trang (U.S. Patent 5,630,054). 

As per claim 22, Grawrock as modified teaches retrievably storing identifiers in a 
code word server (Westendorf : Para [0008] Line 5 - 6 and Para [0030] Line 19 - 24: a 
database of a central service of office stores identifiers for the processor unit) and the 
identifiers being allocatable to the processor unit via an identification sequence 
(Westendorf : Para [0026] Line 11-17: processor ID is also used for validation 
purpose). 

However, Grawrock as modified does not disclose expressly a plurality of 
counter contents of a counter associated with identifiers. 

Trang teaches a plurality of counter contents of a counter associated with 
identifiers (Trang : Column 6 Line 39 - 43). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Trang within the system of Grawrock as 
modified because (a) Grawrock teaches a processor boot block identifier is calculated 
and used for data validation purpose (Grawrock : Column 3 Line 64 - 65) and (b) Trang 
teaches an effective mechanism for storing and retrieving data error check information 
used to verify whether data record stored in the system contains errors (Trang : Column 
1 Line 10 -13). 
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1 1 . Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Westendorf et al. (U.S. Patent 2002/0042878), in view of Trang (U.S. Patent 5,630,054). 
and in view pf Osthoff et al. (U.S. Patent 2002/0147918). 

As per claim 24, Westendorf teaches wherein the processor unit is individualized 
via an identification sequence (Westendorf : Para [0026] Line 11-17: processor ID is 
also used for validation purpose). 

However, Westendorf does not disclose expressly a read-only code word 
memory for storing code words; and a counter including an incrementable counter 
content that points to one of the code words, wherein the processor unit is individualized 
via an identification sequence. 

Trang teaches a counter including an incrementable counter content that points 
to one of the code words (Trang : Column 6 Line 36 - 43). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Trang within the system of Westendorf 
because (a) Westendorf teaches an data validation method on data transfer by using an 
identifier such as cross-checksum (Westendorf : Para [0026] Line 10-17) and (b) 
Trang teaches an effective mechanism for storing and retrieving data error check 
information (i.e. checksum data) used to verify whether data record stored in the system 
contains errors (Trang : Column 1 Line 10-13). 

Westendorf as modified does not disclose expressly a read-only code word 
memory for storing code words. 
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Osthoff teaches a read-only code word memory for storing code words (Osthoff: 
Para [0003]: securing a hash value in read-only memory). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Osthoff within the system of Westendorf 
as modified because (a) Westendorf teaches an data validation method on data transfer 
by using an identifier such as cross-checl<sum (Westendorf : Para [0026] Line 10-17) 
and (b) Osthoff teaches an improved mechanism for securing information in memory 
and, more specifically, for ensuring the security of stored information by securing a hash 
value in read-only memory (Osthoff: Para [0003]). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supen/isor. Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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